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About Presenter 

� Dr. Jesus Borrego 
�  School of Business, UC Denver 
� PhD in Information Systems Management 
� MS Computer Science 
� BS Computer Science 
� BS Electrical Engineering 
� Teaching technology and business courses 

since 1989 
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Overview 

� CyberSecurity and Privacy in a wired 
world 

�  Is Privacy Dead? 
� Cyberattacks 
� Cyber Fallacies 
�  Security Measures 
� Password hacking 
�  Information Assurance Workforce 
� 100% safe systems 

10/6/16 Cyber inSecurity for Individuals and Enterprises  3 

Privacy in a wired world 

� Webcams on businesses 
� Traffic cameras 
� GPS on smartphones and cars 
�  Social Media 
� Electronic Records 
�  Smartphones and tablets 
�  Financial Institutions, Insurance 

Companies, Pharmacies 
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Pictures on Smartphones 
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Stalkers and GEO information 
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Denver Metro Police Cameras 
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Privacy is Dead 

� Privacy is Dead: The future is fabulous – 
by Richard Aldrich (16:13 min) 

� https://www.youtube.com/watch?
v=M11nmdKdKV8  
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Source: RSA, https://www.rsa.com/content/dam/rsa/PDF/
2016/05/2016-current-state-of-cybercrime.pdf  

2016 Cyber Attacks 

Sample attacks 
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Cyber Security/Privacy Fallacies 

�  I am not doing anything illegal, I have 
nothing to hide 

� Privacy controls helps authorities monitor 
and deter terrorists, so I can do with less 
privacy 

�  I don’t have anything of value, so I am not 
concerned 

�  I don’t visit unsafe sites, so I am safe 
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Cyber Security/Privacy Fallacies 

�  I have a current AV so I am safe 
� We do not have money to implement a 

security plan 
� Hackers are not interested in small 

businesses and individuals 
�  IT handles our security, so I have nothing 

to worry about 
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Security versus Privacy 
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Security Privacy 

Retailer Attacks 
� Multichannel – data captured in many 

locations 
� POS vulnerabilities 
� QR Code hacking 
� Old technology 
� Vulnerable network equipment 
� Near Field Communications (Tap to Pay) 
� BYOD 
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Security for Enterprises 

� Insider Threats 
� Disgruntled employees 
� Security Policies 
� Background checks for employees 
� Hackers 
� Virus and Malware 
� Social Engineering 
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Current Technology 

�  Security devices are powerful and make it 
difficult to penetrate at the perimeter 
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� Layered 
defense in the 
military à 
Defense in 
Depth 



10/6/16 

9 

10/6/16 Cyber inSecurity for Individuals and Enterprises  17 

Defense in Depth 

Hacking attack 

�  It is easier to obtain access to the 
network with social engineering than 
breaking into the network 

� Capturing passwords is easier 
� Once you have one password, you get find 

others until you get the sysadmin 
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Personal Privacy 

� Protect Passwords 
� Antivirus 
� Firewall 
� Application Patching 
� WiFi 
� Social Engineering 
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OS Security 

� No Operating System is safe 
� Apple, Windows, Linux, Android, iOS, Unix 

– all have vulnerabilities 

� What OS has the most vulnerabilities? 
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2013 Vulnerabilities by OS 
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Source: http://www.gfi.com/blog/report-most-vulnerable-operating-
systems-and-applications-in-2013/ 

2014 Vulnerabilities by OS 
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Source: http://www.gfi.com/blog/most-vulnerable-operating-systems-
and-applications-in-2014/ 
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2015 Vulnerabilities by OS 
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Source: http://www.gfi.com/blog/2015s-mvps-the-most-vulnerable-
players/ 

2015 Vulnerabilities 
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Source: http://www.gfi.com/blog/2015s-mvps-the-most-vulnerable-
players/ 
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Mac Vulnerabilities 

Source: https://www.aabacosmallbusiness.com/advisor/humbled-
apple-admits-hacking-releasing-removal-tool-020020533.html 

iPhone Vulnerabilities 
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Source: http://www.nytimes.com/2016/08/26/technology/apple-software-
vulnerability-ios-patch.html?_r=0 
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Protecting Data 

� Password Management 
� Multifactor authentication 
� Encryption of data in transit, 
processed, at rest 

� Social Engineering awareness 
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Password Management 

� Passwords are entered by the user and 
stored in the operating system files 

� The passwords are hashed before they 
are stored 

�  In Windows, the hashed passwords are 
stored in C:\Windows\System32\config
\SAM  
(SAM: Security Account Manager) 

�  In Linux, in /etc/shadow 
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Windows passwords 

� You cannot access the SAM directory while 
the system is running 

� However, you can boot up with a different 
OS and access the file 

� Even if you can access the file, the passwords 
are hashed, something like: 

Bf08e8473ad3dab10e1ae657b41753612ff6bf121bfc32d9d6430ae06af4dbc4 

� Passwords are hashed using algorithms such 
as SHA256 
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Hashing Advantages 

� Knowing the hash value, you cannot 
recreate the password 

� Brute force: try each combination and 
check the resulting hash. 

�  For 8 characters: 
� AAAAAAAA 
� AAAAAAAB 
� AAAAAAAC 
� … and so on 
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Hashing Advantages (Cont’d) 
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Password Cracking 

� You can get a dictionary list of words and 
common passwords 

� Add numbers and special characters 
� You can then generate the hash for all the 

combinations and store in a file 
� Then, you can obtain the hashed value of 

a password from the operating system 
and find the match 
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Passwords and Hash 
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Passwords and Hash (Cont’d) 
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Program to generate hash 
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Password Cracking 

� RainbowTables exist with millions of 
hashed passwords 

� Finding the password requires us to 
search the file for a match in the 
hash and we get the password 
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Linux Demo 

10/6/16 Cyber inSecurity for Individuals and Enterprises  37 

Information Assurance Opportunities 

�  IA expected growth 18-37% (to 2024) 
� Needs: 
◦  Incident handling and response 
◦ Analytics and Intelligence 
◦  Security Information and Event Management 
◦ Access and Identity Management 
◦ Application Security Development 
◦ Advanced Malware Prevention 
◦ Cloud Computing/Virtualization 
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Top Areas for IA Professionals 

� Banking/Finance/Insurance 
� Information Technology/Management 
� Government (Defense) 
� Government (Non Defense) 
� Consulting/Professional Services 
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Source: http://www.bls.gov/ooh/computer-and-information-technology/
information-security-analysts.htm 

Occupational Outlook 
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Most Secure Computer 

� Characteristics of the 100% secure 
computer: 

10/6/16 Cyber inSecurity for Individuals and Enterprises  41 

Raspberry Pi 
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